Caution
As of: June 19, 2018 2:55 PM Z

United States v. Kolsuz

United States Court of Appeals for the Fourth Circuit
October 26, 2017, Argued; May 9, 2018, Decided
No. 16-4687

Reporter
890 F.3d 133 *; 2018 U.S. App. LEXIS 12147 **

UNITED STATES OF AMERICA, Plaintiff-
Appellee, v. HAMZA KOLSUZ, Defendant-
Appellant.

Subsequent
2018.

History: Amended: May 18,

Prior History: [**1] Appeal from the United
States District Court for the Eastern District of
Virginia, at Alexandria. (1:16-cr-00053-TSE-1).
T.S. Ellis, lll, Senior District Judge.

United States v. Kolsuz, 185 F. Supp. 3d 843,
2016 U.S. Dist. LEXIS 60538 (E.D. Va., May 5,

2016)
Disposition: AFFIRMED.

Core Terms

border, border search, phone, searches,
forensic, nonroutine, district court, cell phone,
firearms, export, reasonable suspicion, digital,
privacy, manual, contraband, individualized
suspicion, arrest, routine, courts, airport,
devices, license, probable cause, intrusive,
luggage, forensic analysis, traveler,
requirements, smuggle, forensic examination

Case Summary

Overview

HOLDINGS: [1]-Despite the temporal and
spatial distance between the off-site forensic
analysis of defendant's phone and defendant's
attempted departure at the airport, the
justification for the border exception to the
Fourth Amendment warrant requirement was
broad enough to reach the search of the phone;
[2]-There was a direct link between the
predicate for the search and the rationale for the
border exception. Because the forensic search
of defendant's phone was conducted in part to
uncover information about an ongoing crime of
illegal firearms exports, it fit within the core of
the rationale underlying the border search
exception; [3]-It was reasonable for the officers
who conducted the forensic analysis of the
phone to rely on the established and uniform
body of precedent allowing warrantless border
searches of digital devices that were based on
at least reasonable suspicion.

Outcome
Judgment affirmed.

LexisNexis® Headnotes

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Probable
Cause
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Criminal Law & Procedure > Search &
Seizure > Warrantless Searches > Border
Searches

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Scope of
Protection

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Warrants

HN1[%] Search & Seizure, Probable Cause

As a general rule, the Fourth Amendment
requires that law enforcement searches be
accompanied by a warrant based on probable
cause. But there are exceptions, and one such
exception typically covers our nation's borders.
At a border — or at a border's "functional
equivalent” — government agents may conduct
“routine"” searches and seizures of persons and
property without a warrant or any individualized
suspicion. The U.S. Supreme Court has
described the border exception as grounded in
the recognized right of the sovereign to control,
subject to substantive limitations imposed by
the Constitution, who and what may enter the
country. Routine searches and seizures at the
border therefore are exempted from standard
Fourth Amendment requirements so that the
government can prevent the introduction of
contraband into the country and bar entry by
those who would bring harm across the border,
whether that be communicable diseases,
narcotics, or explosives.

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Scope of
Protection

Criminal Law & Procedure > Search &
Seizure > Warrantless Searches > Border
Searches

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Warrants

HN2[&%] Search & Seizure,
Protection

Scope of

The rationales underlying the border exception
to the warrant requirement extend to exit as well
as entry searches. The fundamental principles
of national sovereignty that are the basis for the
border search exception apply equally to
government efforts to protect and monitor
exports from the country as they do to efforts to
control imports. Thus, with respect to exit
searches, the border search exception is
justified by the government's power to regulate
the export of currency and other goods. And
that power surely extends to controls on the
exports of dangerous weapons. Even at the
border, however, the government's authority is
not without limits. The "ultimate touchstone" of
the Fourth Amendment remains
"reasonableness.” While suspicionless border
searches generally are reasonable simply by
virtue of the fact that they occur at the border,
the U.S. Supreme Court also has recognized a
category of "nonroutine” border searches that
are constitutionally reasonable only if based on
individualized suspicion. Such nonroutine
border searches, the Court has suggested,
include highly intrusive searches that implicate
especially significant dignity and privacy
interests, as well as destructive searches of
property and searches carried out in particularly
offensive manners.

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Scope of
Protection

HN3[&] Search & Seizure,
Protection

Scope of

The Fourth Amendment protects property as
well as privacy, and a seizure reasonable at its
inception must remain reasonable in scope and
duration to satisfy the Fourth Amendment.
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Criminal Law & Procedure > ... > Standards
of Review > De Novo
Review > Conclusions of Law

Criminal Law & Procedure > ... > Standards
of Review > Clearly Erroneous
Review > Findings of Fact

Criminal Law & Procedure > ... > Standards
of Review > Clearly Erroneous
Review > Motions to Suppress

Criminal Law & Procedure > ... > Standards
of Review > De Novo Review > Motions to
Suppress

HN4[%] De Novo Review, Conclusions of
Law

In considering the district court's denial of a
motion to suppress, the United States Court of
Appeals for the Fourth Circuit reviews that
court's legal conclusions de novo and its factual
findings for clear error, considering the
evidence in the light most favorable to the
government.

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Scope of
Protection

Criminal Law & Procedure > Search &
Seizure > Warrantless Searches > Border
Searches

HN5[&%] Search & Seizure, Scope of
Protection

The Dborder exception to the warrant
requirement is not rendered inapplicable

because a search initiated at a border ultimately
is conducted at some physical or temporal
remove.

Constitutional Law > ... > Fundamental

Rights > Search & Seizure > Scope of
Protection

Criminal Law & Procedure > Search &
Seizure > Warrantless Searches > Border
Searches

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Warrants

Criminal Law & Procedure > Search &
Seizure > Warrantless Searches

HN6[&] Search & Seizure,
Protection

Scope of

As a general rule, the scope of a warrant
exception should be defined by its justifications.
As a result, where the government interests
underlying a Fourth Amendment exception are
not implicated by a certain type of search, and
where the individual's privacy interests
outweigh any ancillary governmental interests,
the government must obtain a warrant based on
probable cause. At some point, in other words,
even a search initiated at the border could
become so attenuated from the rationale for the
border search exception that it no longer would
fall under that exception.

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Scope of
Protection

Criminal Law & Procedure > Search &
Seizure > Warrantless Searches > Border
Searches

HN7[&] Search & Seizure,
Protection

Scope of

The justification behind the border search
exception is broad enough to accommodate not
only the direct interception of contraband as it
crosses the border, but also the prevention and
disruption of ongoing efforts to export
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contraband illegally, through searches initiated
at the border.

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Scope of
Protection

Criminal Law & Procedure > Search &
Seizure > Warrantless Searches > Border
Searches

HN8[&] Search & Seizure,
Protection

Scope of

A forensic border search of a phone must be
treated as nonroutine, permissible only on a
showing of individualized suspicion.

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Scope of
Protection

Criminal Law & Procedure > Search &
Seizure > Warrantless Searches > Border
Searches

HN9[X] Search & Seizure,
Protection

Scope of

In deciding whether a border search rises to the
level of nonroutine, courts have focused
primarily on how deeply it intrudes into a
person's privacy. Under that approach, border
searches of luggage, outer clothing, and
personal effects consistently are treated as
routine, while searches that are most invasive
of privacy — strip searches, alimentary-canal
searches, x-rays, and the like — are deemed
nonroutine and permitted only with reasonable
suspicion.

Constitutional Law > ... > Fundamental
Rights > Search & Seizure > Scope of

Protection

Criminal Law & Procedure > Search &
Seizure > Warrantless Searches > Border
Searches

HN10[¥]
Protection

Search & Seizure, Scope of

Nonroutine searches are permitted under the
border exception, so long as they are
accompanied by the appropriate level of
individualized suspicion.
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Judges: Before WILKINSON, MOTZ, and
HARRIS, Circuit Judges. Judge Harris wrote
the opinion, in which Judge Motz joined. Judge
Wilkinson wrote a separate opinion concurring
in the judgment.

Opinion by: PAMELA HARRIS

Opinion

[*136] PAMELA HARRIS, Circuit Judge:

Hamza Kolsuz was detained at Washington
Dulles International Airport while attempting to
board a flight to Turkey because federal
customs agents found firearms parts in his
luggage. After arresting Kolsuz, [**3] the
agents took possession of his smartphone and
subjected it to a month-long, off-site forensic
analysis, yielding a nearly 900-page report
cataloguing the phone's data. The district court
denied Kolsuz's motion to suppress, applying
the Fourth Amendment's border search

exception and holding that the forensic
examination was a nonroutine border search
justified by reasonable suspicion. Kolsuz
ultimately was convicted of attempting to
smuggle firearms out of the country and an
associated conspiracy charge.

Kolsuz now challenges the denial of his
suppression motion. First, he argues that the
forensic analysis of his phone should not have
been treated as a border search at all
According to Kolsuz, once both he and his
phone were in government custody, the
government interest in
preventing [*137] contraband from crossing
the border was no longer implicated, so the
border exception should no longer apply.
Second, relying chiefly on Riley v. California,
134 S. Ct. 2473, 189 L. Ed. 2d 430 (2014)
(holding that search incident to arrest exception
does not apply to searches of cell phones),
Kolsuz urges that the privacy interest in
smartphone data is so weighty that even under
the border exception, a forensic search of a
phone requires more than reasonable
suspicion, and instead [**4] may be conducted
only with a warrant based on probable cause.

We agree with the district court that the forensic
analysis of Kolsuz's phone is properly
categorized as a border search. Despite the
temporal and spatial distance between the off-
site analysis of the phone and Kolsuz's
attempted departure at the airport, the
justification for the border exception is broad
enough to reach the search in this case. We
also agree with the district court that under
Riley, the forensic examination of Kolsuz's
phone must be considered a nonroutine border
search, requiring some measure of
individualized suspicion. What precisely that
standard should be — whether reasonable
suspicion is enough, as the district court
concluded, or whether there must be a warrant
based on probable cause, as Kolsuz suggests
— is a question we need not resolve: Because
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the agents who conducted the search
reasonably relied on precedent holding that no
warrant was required, suppression of the report
would be inappropriate even if we disagreed.
Accordingly, we affirm the judgment of the
district court.

A.

We begin with the Fourth Amendment
principles that govern this case. HN1[¥] As a
general rule, the Fourth Amendment requires
that law enforcement searches [**5] be
accompanied by a warrant based on probable
cause. Arizona v. Gant, 556 U.S. 332, 338, 129
S.Ct.1710,173 L. Ed. 2d 485 (2009). But there
are exceptions, and one such exception
typically covers our nation's borders. At a
border — or at a border's "functional
equivalent,” like the international airport at
which Kolsuz was intercepted — government
agents may conduct "routine” searches and
seizures of persons and property without a
warrant or any individualized suspicion.
Almeida-Sanchez v. United States, 413 U.S.
266, 272-73, 93 S. Ct. 2535, 37 L. Ed. 2d 596
(1973); United States v. Montoya de
Hernandez, 473 U.S. 531, 538, 105 S. Ct. 3304,
87 L. Ed. 2d 381 (1985). The Supreme Court
has described the border exception as
"grounded in the recognized right of the
sovereign to control, subject to substantive
limitations imposed by the Constitution, who
and what may enter the country." United States
v. Ramsey, 431 U.S. 606, 620, 97 S. Ct. 1972,
52 L. Ed. 2d 617 (1977); see United States v.
Flores-Montano, 541 U.S. 149, 152, 124 S. Ct.
1582, 158 L. Ed. 2d 311 (2004) (border
exception rests on government interest in
"preventing the entry of unwanted persons and
effects"). Routine searches and seizures at the
border therefore are exempted from standard

Fourth Amendment requirements so that the
government can "prevent the introduction of
contraband" into the country and bar entry by
those who would bring harm across the border,
"whether that be communicable diseases,
narcotics, or explosives." Montoya de
Hernandez, 473 U.S. at 537, 544.

In this case, the search in question was initiated
when Kolsuz attempted to exit the country, not
to enter. But we have long held that HN2[¥] the
rationales [**6] underlying  the  border
exception extend to exit as well as entry
searches. See United States [*138] v. Oriakhi,
57 F.3d 1290, 1296-97 (4th Cir. 1995). The
"fundamental principles of national sovereignty"
that are the basis for the border search
exception, we have explained, apply equally to
government efforts to "protect[] and monitor(]
exports from the country" as they do to efforts
to control imports. Id. at 1296, 1297. Thus, with
respect to exit searches, the border search
exception is justified by the government's power
to regulate the export of currency and other
goods. Id. at 1297. And that power surely
extends to controls on the exports of dangerous
weapons, like the firearms parts at issue here.
See, e.g., United States v. Boumelhem, 339
F.3d 414, 422-23 (6th Cir. 2003) (applying
border exception to exit search of shipping
container believed to hold smuggled firearms).

Even at the border, however, the government's
authority is not without limits. The "ultimate
touchstone" of the Fourth Amendment, Riley,
134 S. Ct. at 2482, remains "reasonableness."
See Montoya de Hernandez, 473 U.S. at 538.
While suspicionless border searches generally
are "reasonable simply by virtue of the fact that
they occur at the border,” Ramsey, 431 U.S. at
616, the Supreme Court also has recognized a
category of "nonroutine" border searches that
are constitutionally reasonable only if based on
individualized suspicion. See Montoya de
Hernandez, 473 U.S. at 541 (holding that
overnight detention for [**7] monitored bowel
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movement followed by rectal examination is
"beyond the scope of a routine customs search”
and permissible under the border exception
only with reasonable suspicion). Such
nonroutine border searches, the Court has
suggested, include "highly intrusive searches"
that implicate especially significant "dignity and
privacy interests,” as well as destructive
searches of property and searches carried out
in "particularly offensive"” manners. Flores-
Montano, 541 U.S. at 152, 154 & n.2.

B.

In January 2016, Turkish citizen Hamza Kolsuz
entered the United States in Miami, Florida, on
a tourist visa. By that time, Kolsuz already was
well known to government authorities. In
December 2012, agents had discovered 163
firearms parts in his luggage when Kolsuz
checked in for a flight to Turkey at John F.
Kennedy International Airport in New York. The
parts were listed on the United States Munitions
List ("USML"), subjecting them to export
controls and a license requirement under the
Arms Export Control Act, 22 U.S.C. §
2778(b)(2). See 22 C.F.R. 88 120.2, 121.1
(setting out USML, and defining "defense
articles and defense services" subject to control
under the Act). Agents explained the licensing
requirements to Kolsuz and his companions,
and ultimately seized the weapons [**8] parts.
Just one month later, in January 2013, the
process more or less repeated itself: Kolsuz
arrived at JFK Airport for a flight to Turkey; a
search of his checked luggage revealed
firearms parts; and a licensing determination
disclosed that although the parts were listed on
the USML, Kolsuz had not obtained the
requisite export license.

1Kolsuz never has suggested that this standard customs
search of his checked luggage presents any constitutional
problem. Nor could he: It is long established that a search of
luggage taken from or bound for an overseas flight is a routine

When Kolsuz reentered the country on January
25, 2016, the authorities were ready for him. On
February 1, 2016, Charles Reich, a Special
Agent with United States Customs and Border
Protection ("CBP") in New York, reached out to
CBP officers on duty at Washington Dulles
International Airport ("Dulles") to let them know
that Kolsuz, who had been stopped before while
attempting to smuggle firearms parts out of the
country, would be traveling from Dulles to
Turkey the following [*139] day. Agent Reich
urged the officers to search Kolsuz's luggage
for firearms parts, and followed up with an email
containing additional information and a list of
guestions to ask Kolsuz about his associates
and activities.

On February 2, 2016, Kolsuz began his return
trip by checking in at Miami International Airport
for a series of flights that would take him
through Dulles and [**9] on to Turkey. When
Kolsuz and his luggage reached Dulles, CBP
officers Lauren Colgan and Jonathan Budd
conducted an outbound customs examination
of his two checked bags.! Once again, they
found multiple firearms parts: 18 handgun
barrels, 22 9mm handgun magazines, four .45
caliber handgun magazines, and one .22
caliber conversion kit. Colgan and Budd, thanks
to their training, immediately recognized that
the barrels and conversion kit were listed on the
USML and thus could not be removed from the
country without a license. And when Kolsuz was
stopped on the jetway as he attempted to board
his flight to Turkey, he admitted that he was in
possession of firearms parts for which he did
not have a federal license.

After transporting Kolsuz to a secondary
inspection area, the officers conducted what
would be the first of two searches of Kolsuz's

border search that may be conducted on a suspicionless basis.
See Montoya de Hernandez, 473 U.S. at 538; see also, e.g.,
United States v. Ezeiruaku, 936 F.2d 136, 140-41 (3d Cir.

1991).
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iIPhone 6 Plus. This search — often referred to
as a "manual" search — involved using the
IPhone's touch screen, which was not password
protected, to scroll through Kolsuz's recent calls
and text messages. The officers also confirmed
through a records search that Kolsuz had no
export license or pending application for a
license. [**10] After an interview with a number
of CBP officers, Kolsuz was arrested.

At that point, CBP Special Agent Adam Coppolo
initiated the second search of Kolsuz's phone,
this one commonly known as a "forensic"
search. Coppolo first transported the phone
approximately four miles from Dulles to the
Homeland Security Investigations office in
Sterling, Virginia. There, Computer Forensic
Agent Michael Del Vacchio attached the phone
to a Cellebrite Physical Analyzer, which extracts
data from electronic devices, and conducted an
advanced logical file system extraction. The
phone remained in airplane mode throughout,
so the forensic examination did not reach data
stored remotely — or "in the cloud" — and was
instead limited to data stored on the phone
itself. Even so, the data extraction process
lasted for a full month, and yielded an 896-page
report that included Kolsuz's personal contact
lists, emails, messenger conversations,
photographs, videos, calendar, web browsing
history, and call logs, along with a history of
Kolsuz's physical location down to precise GPS
coordinates.

C.

Kolsuz was indicted on three counts: (i)
attempting to export firearms parts on the
USML without a license, in violation [**11] of
the Arms Export Control Act, 22 U.S.C. 88§
2778(b) and (c); (i) attempting to smuggle
goods from the United States in violation of 18
U.S.C. § 554(a); and (iii) conspiracy to commit
those offenses, in violation of 18 U.S.C. § 371.

Before trial, Kolsuz filed a motion to suppress

the report generated by the forensic
examination of his phone, arguing primarily that
the border exception did not apply to the
search. According to Kolsuz, a [*140] forensic
search of a phone that occurs miles away from
an airport and for a month after an attempted
departure does not constitute a "border search."”
Moreover, Kolsuz contended, the rationales
justifying the border exception were not
implicated in this case, because at the time of
the search there was no prospect that either he
or his phone — both securely in government
custody — would be crossing the border.
Instead, Kolsuz argued, the forensic search
should be treated as a search incident to his
arrest, and under Riley v. California, cell phones
may be searched incident to arrest only with a
warrant based on probable cause.

In a comprehensively reasoned opinion, the
district court denied Kolsuz's suppression
motion. United States v. Kolsuz, 185 F. Supp.
3d 843, 860 (E.D. Va. 2016). The court held first
that the forensic search of Kolsuz's phone was
properly evaluated [**12] as a border search.
That Kolsuz had been arrested, the district court
explained, did not transform the forensic
examination into a search incident to arrest or
render the border